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* Co je OSINT? Open Source Intelligence = ziskavani informaci z verejnée
dostupnych zdroju.
* Priklady pouziti:
* |nvestigativni Zurnalistika (napr. Bellingcat)
e Statni aktéri - bezpecnostni a ozbrojené slozky (policie, armada)
* Soukromy sektor - pracovni i osobni informace (firmy si googli kandidaty)

e Otazka: Zkouseli jste nekdy nekoho vygooglit? Co jste nasli?

e Il Osobni informace jsou velmi cenné a pomeérnée snadno dostupné!!
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e OSINT predstavuje revoluci ve sbéru informaci




MIND
T=CH
UNIT=D

Academic Information

Medical Records

Legal Documents
Scientific Reports

Subscription Information

Multilingual Databases
Conference Proceedings

Government Resources

Competitor Websites

Organization-specific

\ Repositories
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Pouzivani uvozovek: "jméno prijmeni"

Hledani na konkrétnim webu: site:instagram.com

Pokrocilé triky: filetype:pdf, intitle:, -slovo

Obrazky a reverzni vyhledavani:

Ukdzka nastroje: Google obrazky / Yandex / TinEye
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.. Nez se presuneme k vice specifickému vyhledavani
Go g|e site:vut.cz fenat X = § G Q
Obrazky  Videa Zpravy ~ Csr Poget Volebni obvody Daniela Kovafova Pandemicky zakon Volby Viechny filtry v | Nastroje
Jakykolijazyk v  Poslednityden v  VSechnyvysledky v  Vymazat

vut.cz

https:/fwww fce vut.cz » organizacni-struktura > rada-... 3

Rada BSP Stavebni inzenyrstvi (se stud. specializacemi) a ...

pred 2 dny — Vaclav Lipovsky. ¢len / zastupce Studentské komory Akademického senatu.
Odpavédnost: CIT / Ing. Miroslav Men3ik, Ph.D. Pro uchazece. Pojdte na FAST - Nabidka ...

GO gle filetype:pdf lenka auermullerova X | '

GO gle filetype:pdf europol lis{

) Méstska cast Brno-Lisen
https://www brno-lisen.cz » kst2-14 2
z jednani stavebni komise pri MC Brno - Lisen, konané dne ...

Lenka Auermiillerova. Lubomil Oral. Jaromir Hiadky. Ing. Hana Krafkova. Ing. Viadimir
Moravec CSc. za OURV UMC Brno-Liden. May lecher. Aww. Grady. Xan plo ...
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* Uniky dat a naruseni bezpeénosti

* Hacktivismus a data jako komodita

533 million Facebook users' phone numbers and personal data have |
been leaked online Boeing assessing Lockbit hacking gang

| .
Aaron Holmes Apr 32021, 241 PMSELG ~ 1= -1 threat of sensitive data leak

Air Guardsman charged over US classified
document leak '

ECYBER |NCIDENT OF THE WEEK .

SECURITY HUB

Incident Of The Week: Garmin Pays $10 Million To
Ransomware Hackers Who Rendered Systems
Useless

It is believed that Garmin paid the $10 million ransom.
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Eticky hacking
* Network scanning
e Hledani slabin

WHOIS Search, Domain Name, Website, and IP Tools

i/ /dnsdumpster.com

Hosting (IP block

DNS Servers

owners)
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'"--have i been pwned?

Check if your email address is in a data breach

Oh no — pwned!

Pwned in 18 data breaches and found 3 pastes (subscribe to search sensitive breaches)
|dvorak@seznam.cz

Heroes of Newerth: In December 2012, the multiplayer online battle arena game known as Heroes of Newerth
was hacked and over 8 million accounts extracted from the system. The compromised data included
usernames, email addresses and passwords.

Compromised data: Email addresses, Passwords, Usernames

Linkedin: In May 2016, LinkedIn had 164 million email addresses and passwords exposed. Originally hacked in
2012, the data remained out of sight until being offered for sale on a dark market site 4 years later. The
passwords in the breach were stored as SHA1 hashes without salt, the vast majority of which were quickly
cracked in the days following the release of the data.

Compromised data: Email addresses, Passwords
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socialnich sitich

* Priklad: Najdeme néci Instagram/TikTok a ukdZzeme, co vSechno o
sobé (nechténé) prozradil:
- Kde bydli
 Kam chodi do skoly
e S kym se styka
* Kdy neni doma

* Redlné pripady:
e Kradeze kvuli postim z dovolené
e Kybersikana a doxxing
* Fake profily a catfishing

e "Zkuste o sobé zjistit, co je verejné viditelné. Prekvapilo vas néeco?"
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python Uscrapper.py -u z®m3len7.github.io

(Bl ol s e B u fu ol w
Hdl.FMMFMLEF 0D

\ Webpage scrapper for OSINT.

- Tensorflow
- Tinder API

pranjalgoel@protonmail.com

https://instagram.com/z@m31len7
Tl’ainlDeep ) ey ' https://github.com/z80m31len7

Convolutional cage
[Yolanda 21 _

szm pieo Nem i -‘ ™ - —————————-Non-Hyperlinked Detail
2URICN to swipe Tinder auto- 1 B

maﬁca"y for you. pranjalgoel@protonmail.com

+9170415122415

TPUT  TERMINAL  DEBUG CONSOLE B python +~ [ @

ocal/Programs/Python/Python39/python.exe

<Profile cristiano (173560420)>
Username: cristiano

User ID: 1735604290

Number of Posts: 3147

Followers: 34638233

Followees: 483

Bio: http://wwmi.cristianoronaldo.com/
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Jak to funguje v armade??
 OPSEC = , operational security”

* Opatreni na ochranu potencialné vyznamnych informaci o vlastnim
subjektu

* Porusenim OPSEC muze byt prispévek na socialnich sitich, telefonat

* K poruseni OPSEC muze dojit ze strany jednotlivcu, ale také napriklad
z oficialnich kanalu a tretich stran
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‘E' :’Ji Nathan Ruser X

R o @Nrg8000 - Follow

Strava released their global heatmap. 13 trillion GPS
points from their users (turning off data sharing is an
option). medium.com/strava-enginee... ... It looks
very pretty, but not amazing for Op-Sec. US Bases
are clearly identifiable and mappable

BlBjC

Home News Sport Business Innovation Culture Travel Earth Video Live

Ukraine war: Russian ex-navy
commander shot dead while jogging in
Krasnodar

1T July 2023 Share =}

) . George Wright
7:24 PM - Jan 27, 2018 ® ooe Hos
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e

Dasha: “Where are you? Are you in Kharkiv?

Andrel: “Of course | am not in Kharkiv but | am close — 80km.”

Dasha: “Do you have any plans to visit us?”
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July 2914

N EWIHOTO

Juna 2014

July 2014

Google Earth / Digial Globe 14.08.2014 ||
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Zlaté pravidlo: "Sdilej jen to, co bys ukazal uciteli nebo babicce."
1. Ochrana uctu:

* Dvoufazové overeni

* Silna a odlisna hesla

* Pozor na phishing

2. Pozor na to, co posilate

» Sexting = nebezpedi (i pravni dusledky)

* Neverit lidem jen podle profilovky

3.Digitalni stopa

* Co na internet das, to tam zUstane
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Soukromy a pracovni (sluzebni) zivot nelze v online dobé oddélit!
Emoce jsou vzdy silnéjsi nez rozum clovekal!
Lez se socialnimi sitemi Siri rychleji nez ,,nezajimava“ pravda!

Pokud si chceme posilit argumentaci hledanim na internetu — vzdy si najdeme
dostatek dikazl o své pravdé (konfirmacni zkresleni)!

| kdyz si myslim, ze ja nejsem pro nikoho (utocnika, hackera) zajimavy — jsem
zajimavy!

Na meé si s phishingem neprijdou — ale prijdou, pokud nebudu opatrny!

Ja tomu rozumim, Cetl jsem to na netu! — nemusi to byt pravda — pravidlo 4!
Digitalni stopu nevymazes!

Pokud neplatis za produkt, ty jsi ten produkt!

10. Lidska hloupost nezna hranic!
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&%, Bezpelné uzivani mobilnich zafizeni  {g e

€3 Bluetooth’ RINFC @

Wi-Fi a Bluetooth pouzivat jen vyjimecné,

chytré hodinky, bezdratova sluchatka atd. — potencialni pristupova cesta
do mobilniho telefonu.
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Dotazy?
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Déekuji za Vasi pozornost



