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TASK:

Analyze full 

packet trace 

(PCAP) file and 

find out where 

the problem is.



TCP 

handshake, 

session 

established 

properly



SMTP Hello, 

server 

capabilities 

provided to the 

client device



Requested to 

move from plain 

text to encrypted 

session



TLS handshake, 

error message 

“BAD RECORD 

MAC”, client is 

not able to 

negotiate 

encryption with 

server



BAD RECORD MAC

▪ Message Authentication Code

source: Wikipedia



Conclusion

▪ Client is not able to negotiate secured (encrypted) session with 

the SMTP server, not a network problem

▪ There is an incompatibility in encryption (SSL/TLS version, 

cypher suites, etc.)

▪ Usually one of the communication partners is outdated or not 

configured properly (e.g. client speaks TLS 1.0 or 1.1 where 

server is configured to accept only TLS 1.2 or 1.3)



TCP session 

terminated 

between client 

and server



Automated Analysis: PCAP Content



Automated Analysis: Built-in Knowledge



Automated Analysis: Security Warning



Hidden trap: 

certificate is not 

valid any more 

but was valid in 

moment of 

traffic capture



Knowledge for the Task

▪ TCP/IP protocol stack

▪ SMTP

▪ SSL/TLS

▪ Wireshark
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